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Multi-Factor Authentication (MFA) for Microsoft
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Enter pass;md Enter WSDOT password

Click Sign in
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From your options, you will see:

e Authentication phone
e Office phone
e Mobile App

Authentication phone option

T
T

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Select Authentication phone and put your cell

Step 1: How should we contact you? number in this format.

Authentication phone r

United States (+1) v 3601234567

Invalid phone number. Please provide a phone number in following format: 999 999 9999

Method |
You can select text or call

me. Click Next

Send me a code by text message
OR |

®  Call me |

Your phone numbers will only be used for account security. Standard telephone and SM5 charges will apply.

©2020 Microsoft Legal | Privacy

Note: If you select call me, you will receive a call from the following number.

(855) 330-8653

If you want to receive a text message, make that choice and you will see the following screen.

Next
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Additional security verification

You will receive a 6-digit number. Enter that number into the box and select verify.

@ Co e swwrens O Ofcrsispinom. [ BMCRenenBer. B O
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Additional security verification

TTTR———— |

Enter 6-digit number here

Click Verify
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Additional security verification

Secure your account by adding phone verification to your password, View video to know how to secure your account

Step 2: We've sent a text message to your phone at +1 _

Venfication successful!

You will now be logged into M365

Mobile App option

A_—
W Washington ?{au

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Mobile app ¥

How do you want to use the mobile app?

Receive notifications for verification

Use verification code

To use these verification methods, you must set up the Microsoft Authenticator app.

Please configure the mobile app.

Click on Done

Done
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At this point, you will need to download the mobile app on your cell phone.

Lont gure maobl
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Complete the following steps to configure your mobile app.
1. Install the Microsoft authenticator app for Windows Phone, Android ar 1085,
2. In the app, add an account and choose "Work or school account”

3. Scan the image below

If you are unable to scan the image, enter the following information in your app.
Code: 287 358 678

Url:  https:/fcys01napad09.na.phonefactor.net/pad/801532954

If the app displays a six-digit code, choose "Next”

After your cell phone has been configured, go back to where you left off on the computer. Click Next
9
W/ Devariment of Transportation

Additional security verification

Secure your account by adding phone verfication to your password, View video to know how to secure your account

Step 1: How should we contact you? e .
i ? Select “Use verification code”

Mobile app v

Click Next

— How do you want to use the mobile app? - S

Receive notifications for verification
®  Use verification code

To use these verification methods, you must set up the Microsoft Authenticator app.

Mobile app has been configured for notifications and verification codes.

Next

Go to your cell phone, launch the Authenticator app. You will receive a 6-digit code that you will have
30 seconds to use. If the countdown expires, it will generate a new 6-digit code.

6
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Accounts {0

Washington State Departme.
Midkif JQWSDOT.WA.GOV

2581028 ©

Do not add a space.

A
T B

Additional security verification

Secure your account by adding phone verification to your password, View video to know how to secure your account

CUNEY

Step 2: Enter the verification code from the mobile app

Enter the verification code displayed on your app

258028

Click Verify

l

-
Washington Stat
W Devarumont of Transportation
midkiff@wsdot.wa.gov
Stay signed in?

Do this to reduce the number of times you are asked
to sign in.

|| Don't show this again

No Yes

Use of WSDOT computing resources, including use
of e-mail and Internet, must conform to authorized
usage under WSDOT policies. Usage monitored and
disclosed by authorized personnel.,, WSDOT
Executive Order E 1021.00, RCW Chapter 42.52.

You are now logged into M365

Important Information:

Please be sure to set up an alternate method to authenticate if your primary method should fail.
Note: Your secondary method should be separate from your primary option. See following screen prints.
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Security info Password
Keep your verification methods and security Make your password stronger, or change it if
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Settings & Privacy

Personalize your account settings and see
how your data is used.

VIEW SETTINGS AND PRIVACY

My sign-ins

&

See when and where you've signed in and
check if anything looks unusual.

REVIEW RECENT ACTIVITY >
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Washinglon State ian-
» My Sign-Ins

8 Overview Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Phone - text +1 -:hange

-+ Add method
.

% Phone =1 - Change

Lost device? Sign out everywhere

rQ, Security info
F= Organizations
L Devices

E] Privacy

Click on Add method

Add a method *

Which method would you like to add?

Choose a method

Authenticator app

Alternate phone

Email

Office phone

Select an alternate option to authenticate then click on m and go through the process.

Delete
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How to change your password in M365
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Settings & Privacy
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Personalize your account settings and see
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How to reset your password in M365 if you have forgotten your current password or
the password has expired.

Go to https://passwordreset.microsoftonline.com

“ O [ B https://passwordreset.microsoftonline.com

Microsoft

Get back into your account

.
Who are you?
To recover your account, begin by entering your email or username and the characters in the picture or audio below.

Email or Usemame

Example: user@contoso.onmicrosoft.com or user@contoso.com

“ O ] & https://passwordreset.microsoftonline.com

AR,
7_ Washi Stat
" Depa!l'tnr?::nnt of 'l':'!ansportation

Get back into your account

verification step 1 > verification step 2 » choose a new password

Please choose the first contact method we should use for verification:

ext my mobile phone In order to protect your account, we need you to enter your complete mobile
phone number (¥=*******=41) below. You will then receive a text message with a
— verification code which can be used to reset your password
! Call my mobile phone

Select your preferred method

for verification. You will then

O Approve & notification on my = receive a 6-digit passcode to
enter.

() Call my office phane | Enter your phene number

authenticator app

() Enter a code from my

authenticator app

Cancel

11
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Washi Stat
v, ’ ington e

Department of Transportation

Get back into your account

verification step 1 > verification step 2 > choose a new password

Please choose the first contact method we should use for verification:

(®) Text my mobile phone
O Call my mabile phane

[ Call my office phane

'3:::3'A|me'\.'e a notification on my
authenticator app

O Enter a code from my
authenticator app

Cancel

We've sent you a text message containing a verification code to your phone,

[ k":er your verification code ] Enter 6-digit code and click on
Next.

MNext Try again Contact your administrator

Al
Washington State
'7’ Depall'inr?:ent of Transportation

Get back into your account

verification step 1+ > verification step 2 > choose a new password

Please choose the second contact method we should use for verification:

CaII my office phone

'3::3'A|Jpr0'\.'e a notification on my
authenticator app

O Enter a code from my
authenticator app

Cancel

In order to protect your account, we need you to enter your complete office

phone number (*=****==***0g) below. Omit the extension. You will then receive

a call. Please answer it to continue,
Select one of the
| Enter your phone number | authentication methods

available

12
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A
Washington State
V/& Department of Transportation

Get back into your account

verification step 1 v = verification step 2 v > choose a new password

* Enter new password:

* Confirm new password:

13
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